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Founded 2001, Romania
Number of employees 1800+ 

Headquarters 
Enterprise HQ – Santa Clara, CA, United States
Technology HQ – Bucharest, Romania

WORLDWIDE OFFICES
USA & Canada: Ft. Lauderdale, FL | Santa Clara, CA | San Antonio, TX | Toronto, CA
Europe: Copenhagen, DENMARK | Paris, FRANCE | München, GERMANY | Milan, ITALY | Bucharest, Iasi, Cluj, Timisoara, ROMANIA | Barcelona, SPAIN | Dubai, 
UAE | London, UK | Hague, NETHERLANDS
Australia: Sydney, Melbourne
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Product name Bitdefender GravityZone 
Business Securty

Bitdefender GravityZone 
Advanced Business Security

Bitdefender 
GravityZone Elite

Bitdefender 
GravityZone Ultra

Bitdefender 
GravityZone Ultra Plus

Bitdefender 
GravityZone ENTERPRISE

Bitdefender 
EDR

Description and Recommandation Ideal for small businesses looking for simple, yet 

efficient security
For midsized companies looking for comprehen-

sive protection

For companies looking for aggressive protection 

against sophisticated threats

For companies seeking an integrated next-gen EPP 

and EDR platform that accurately protects against 

sophisticated cyber threats

For companies seeking an integrated next-gen EPP 

and EDR platform that accurately protects against 

sophisticated cyber threats + NTSA

Recommended for organizations seeking integrat-

ed security with flexible licensing options
For organizations looking for advanced threat 

detection, focused investigation and effective 

response

Management options on premises or cloud on premises or cloud on premises or cloud on premises or cloud cloud on premises cloud

TYPES OF ENDPOINTS PROTECTED

Physical desktops, workstations, laptops � � � � � � �

Servers � � � � � � Ɇ

Virtual Desktops � � � � � � �

Mobile Ɇ on premises on premises on premises Ɇ � Ɇ

Microsoft Exchange Ɇ � � � � � Ɇ

IOT Devices Ɇ Ɇ Ɇ Ɇ � Ɇ Ɇ

PREVENTION & DETECTION MODULES

Local and Cloud Machine Learning � � � � � � detect only

Exploit Defense � � � � � � Ɇ

Automatic Disinfection and Removal � � � � � � Ɇ

Fileless Attack Defense � � � � � � detect only

Network Attack Defense � � � � � � detect only

Process Inspector � � � � � � detect only

Ransomware Mitigation � � � � � � Ɇ

HyperDetect Ɇ Ɇ � � � as add-on Ɇ

Automatic Sandbox Analyzer Ɇ Ɇ � � � as add-on detect only

Incident Visualization Ɇ Ɇ � � � with the EDR add-on �

Root Cause Analysis Ɇ Ɇ � � � with the EDR add-on �

MITRE Event Tagging Ɇ Ɇ � � � with the EDR add-on �

Anomaly Defense Ɇ Ɇ Ɇ � � with the EDR add-on detect only

Endpoint Detection and Response Ɇ Ɇ Ɇ � � as add-on �

HARDENING & RISK ANALYTICS MODULES

Endpoint Risk Analytics cloud cloud cloud cloud � Ɇ �

Web Threat Protection � � � � � � detect only

Device Control � � � � � � Ɇ

Application Control (Blacklisting) � � � � � � Ɇ

Application Control (Whitelisting) Ɇ Ɇ on premises on premises Ɇ � Ɇ

Firewall for Windows Endpoints � � � � � � Ɇ

AVAILABLE ADD-ONS

Email Security � � � � � � Ɇ

Patch Management � � � � � � Ɇ

Full Disk Encryption � � � � � � Ɇ

Security for AWS � � � � � � Ɇ

EDR Storage Ɇ Ɇ Ɇ cloud � Ɇ �

COMPATIBLE PRODUCTS

Hypervisor Introspection Ɇ on premises on premises on premises on premises � Ɇ

Security for Storage Ɇ � � � � � �

AVAILABLE SERVICES

Managed Detection and Response Ɇ Ɇ Ɇ cloud � Ɇ �

Professional Services � � � � � � �

Premium Support � � � � � � �

Advanced Threat Intelligence � � � � � � �


